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vieUFuUaUsmsTidAty

2.2.4 ATI9ABUNINTTIUNIAIMUARITURIR uA LT uAUaenfY (Security Baseline
Configuration Standards) vesu3nsiidfyegadesdas 1 ade Lﬁ@“lﬁlm‘larjﬁmmsgmmmifﬁqm
Huszavsnmsianisiullenudeanaunielaiues

22,5 davinszurunsdanisidsunuas (Change Management Process) Lﬁ'aaqﬁymuaz

% { & da o o o
GIS'J‘\]E‘Y‘O'Uﬂ’ﬂllE]ﬂﬁlEN‘U’ENﬂ']iL“LJEUULLUaﬂixUUWQMNWV]ﬁG\E]U'iﬂ’]i‘l/lﬁﬂﬂmu



2.3 mai¥eusoszeslng (Remote Connection)
231 Gmﬁ]aaU’LﬁLLu”lf\J'hmiL%awiaixaﬂnaﬁwmmﬁw%miﬁﬁwﬁm Tadnliduinsns
%ﬂmmmﬁumﬂaamﬁ’ﬂifdwa%ﬁﬁ%zﬁw%mwLﬁaﬂmﬁ’uuawmm“fumiL‘ﬁwﬁaIﬂaiﬂﬁ%’Uaunm
23.2 dw3unsifensieszeglnatuuinsidrdy Fosfofmunumeufin dsolud

2.3.2.1 Waldrunmsideusesserlnades iy

2.3.2.2 [nallansiigaidsinu (Authentication Techniques) fifianusiuasUasnste
Tun1sds (Transmission Security) uazANaANYsaiveIanIL (Message Integrity) Aufaunss

2.3.2.3 Wmathsadmiunsdeusoinietheranun wu https, ssh, scp Wusiu

2.3.2.4 ldaugn il eusoszezlnaannsldmadasyuu (ssuing System Commands)

' ]
LY 2

nrdmansevunonsindumsusnsiiddy Vuwsagliiueugynesnaduaednuaisnus

9

O]
o a o

2325 a‘hﬁ’mms"ma*uaﬁa;gaLawwﬁqﬁ%’uij’ummmLﬂuﬁwu%’umﬂ%mia

2.4 aatﬁuﬂagattuunaﬂlﬁ (Removable Storage Media)
2.4.1 mwuanasgiunugunsilenredetuiinteyauuuneals uasgunsalneuines
] 3 3 v a a0 o a ¥ 1 - ' o ! s
WUUNNWI iy Launiey AvuinsndrAny lnetaldnunesanisifiouronisusnyianun 1wy wesn

i v oo o o= v 1% ¢ a ¢ a v 4 o
USB Msessudetuiintoyauvuneals uavgunsalasuiamesuuunnm wazilaldad odndu
windu nsiiideansldauliudeunsdeuuazduiindayas wazvesudAnsifeudeidusonsd

'
v

wiouvisiinsnsrraeuindetuiindeyauuuaenls wavgunsalreufiamesnnwivianualifidaus

]

NoUNITYBUFOAUUINSNAALY

'
= a k2

2.4.2 \WsviadeyaiaziBungouniamungesusnsidfgyuuie uiindeyauuunenla

£

s

2.5 nMsasnAunsEniniauausiuniUasnsylviuad (Cybersecurity Awareness)

v
5
v
nMsasuANunsEndniauauiuatUaondulaiues (Cybersecurity Awareness) Unu
wiAusuiiavey ngmingdwisanutualasadelewes ng safou wlouie wuaufud
WmsgIu wazdunouitigiteadumsldnu waznmsdiddassafeiugruddymeansaume
msUszyduiusuagdomsrtutemeingg Ansuladnidmun iiuyrainsluminegau sgdes

Jay 1 AS4

2.6 nsuwustudaya (Information Sharing)

Aot muatunsuiauUtludeya eafumgmsaliifeatuanuiuasasnsielouesuas
Avanaunislgivesludiiisadulaseadisi ugruddymsansauna wazuinsnig deaiy
wansznule 9 Adudunisiiensuauesiame nsainsadsanaudinaniuyanailssunanseny
viseoainduld (wu g4 fFumniiliuinmsunuinsidfgmbonuy waziiwesreufiames wie

a ¢ o v < v a a0 w ! < 4 v o
JPUUABUNILABS NI NTuR Bl BuroUUI NS AMIeY) Weldausaldiluwuimsuag

Uuuulunisuysludeya iemnuduunasgiulunisudfauuazansalddoyalaag
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Uszandnn dulumundninamivazis mMsnddnauauenssunisnssnwianusiurslasnsy

louasuisvnfusenafIvua

3. wnsn1snsRdeuLasiEseisieAnAIunslaues (Detect)

3.1 mInsadeunazidsyisisanatamslauas (Cyber Threat Detection and Monitoring)
dnalnwarnszuiunisii an I3 umA NSl NN et et uAuT upsasadulaiues

Inussanuariinssimansaliiieaiuanuiuaslasnsuleuesinsiany wagliATEnduaAnAIN

' '
L3

nuleeivsemansaiiisaiuanutuasaendelyiues

v L2

MAgveaiuuININdAyvensuladn’

198ABIEINTNUNIUNALNLAZNTEUIUNS B89t TUay 1 ASY

4. uAsNsdrywniiadinisnsranudeanaiunielyues (Respond)

4.1 unumsiuliadeanatumslauas (Cybersecurity Incident Response Plan)
nsImiununisiuliaduanamunislaiues nsdeans nsiinden n1smuniu wazuSulse
auissyliluvszanauuimiinisinwanuduasasadslaues ednaleslay 1 asa el

nsfulleduanaumslguesansadiiunisidedafiussdninmuasUseansua

4.2 Lqumsﬁams‘Lumqﬁnqm (Crisis Communication Plan)
finsdavihuwunisieanslunngingaiiiansvausrodngaiitinanimg Msalii oafu

Anusiuaaensslyues uaindeunnumsdeaslunnsingredretioedas 1 A%

4.3 mMsendaunisinwmanuliunlasaieluues (Cybersecurity Exercise)
dnstlndaunissSnmanuiiuaslasnsduluues egetieslar 1 ase esuileduaniunisal

uANNUAasnseNlufsUsrasrusolio1amndn
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@ & a a @
5. SJ']ﬂiﬂqsiﬂt‘.nLLazwuwuﬂ?quLaﬂwqﬂanﬂQqnﬂﬂﬂﬂﬂ'\u%qumLuaé (Recover)

s 3 i a o/ . ope
5.1 mssnwuazulaudeneiiiaaindeanaiunislaed (Cybersecurity Resilience

and Recovery)

5.1.1 dmhuaumuseliioamnegsia (Business Continuity Plan : BCP) tielvuuladnuinis

a o w v ¢ ¥ a Ao | ada a v -~ 4
nddyransudadniaansaliuinsndndudeluldlunsdfiinnmswgaveindeannnnisal

o

'
. s

fiRfumiuaasafelowes eliaunsoldufuRmuldess TINDNADUMUUNUTDI LAUT NS
neuen Welifiasanamuaeandosiuunureensuladas Wy mudeandesiuvavauiyn
MilonuayMsimunszeynafid iy - Maximumn Tolerable Period of Disruption (MTPD), Recovery
Time Objective (RTO) way Recovery Point Objective (RPO) tHusu

5.1.2 N53AYUNUAINABLTBIN1953A (Business Continuity Plan : BCP) wagfiivun

'
a o w i

ysin1san cymawaﬂizmumaﬂawmﬁaLﬁaquqqiﬁa (Business Impact Analysis : BIA)
513 'u%miLqumwmiaLﬁaqmaqsﬁa (BIA)
5.1.4 ?Jm'fauLLmummviaLﬁaqmaqiﬁ% (BCP) athavfaelay 1 ade ileUssifiuuszansnm
maumummm’aLﬁ'aqmaqiﬁﬂ (BCP) m'aﬁ’aﬂnmumqlmuaif’u,axl,wlmsaiﬁl,ﬁ'mﬁ’mmmfum

Uasasuluuas
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va Y

wuUfuAnunsIneauduasUaaadeluiues

1. w:h’fmuﬁ"'s‘lﬂ

dauil 1 maiditauaraluaunsldauasauma (Access Control)
welinsiirfauasmsmuaumisldnuasaumaiinnuiuasasady fuunliauassuy
IS a va v du
U UARNl
1.1 msmuaumsiihisleyauazgunsaluszananatoya

1.1.1 douaszuy szaygalildnudhfssuuansaumaisesnsldonls deile
i¥uougmann diulinveu/drvedeya/iirvesszuy aunrmsidusonsldo widy

1.1.2 fquaszuy desfmundns msidrfadoyauasszuutayaliinunyaudu
msiildauvesfldan uasmihiirwsuinveulumsufianuvesglinussuvansaumasiui

ANSNUMUENSNSENBI0E 9@t Laue Al

[
a A

1.1.2.1 mvuainaeiluniseygabididamsldanuasaunea Angatoaty
MTOUYIANISAINUATVD UTBNTTNBUSIUIR Al
1) Amusdvsveadlinuudaznguiniettos wu

91U4881AY7 (Read)

asndeya/doutoya
unly (Edit)

au (Delete).

I

- 9uslA (Authorize)

Lifians

3
a a o

2) Amuanninsseduans weusruna Wdulusiunisusuis
Fansmsidriewesdldary (User Access Management) fild
muuall

3) ldnuidesmsdldnussuuansaunavemisnuazies
vepugniluaednuaidnusuazldasunsiansaneyyinan
ﬁ”mﬁwmamuﬁatﬁ@LLaixUUﬁlﬁ%'wawma

4) qﬂﬂamﬂmhamumEJuaﬂﬁé]’aamaﬁm%lunm%ﬂﬂ?mmwu
ANTAUMATEIMUILNUITF BB M T uaEd nYald nuse

Aeensaudimalulagansaumeuaznisdoans

12
[ @

1.2 msudsUssimvadeyauazmsdndviuarudAgvieddutunnuduvesdoya
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nsudadnildunimnussdeuinnisnissnyaudureniesiuns w.e. 2544

sueumanariduninsnisfazidunseunou dodndunumisfimuisaulunissanisienans

2N

Lﬁﬂ‘ﬂi@ﬁﬂé LLﬁ%IuﬂWi%ﬂU?ﬂ’NMUaaﬂﬁﬂﬂJENLE]ﬂ?ﬂ’iﬁLﬁﬂVliEJﬁﬂéﬂ@HIﬁﬁ?M‘Uﬂﬁi%Uluﬂ’liLLaz

®)

a

nssudSaeenarsnddly fadl

b
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1.2.1 Inudalszinnvesdaya sondu
- deyaansaumaniunisuuRaunarnisuins laun deyauloune

Y 9

ToyagnsmaniuazA1iuses Teyayaains Teyasuuszanamstuuasdyd Wudu
- deyaasaumeiiunisiuinis laun deyasunisinuas deyaiousts

Y

AUNTINYAS Tayaiansinseusyauauy Wudu

L 14 L2

[y ! v ° < [ &
1.2.2 ANLUITEAUANUNFIAYVDIUDIA aanlu 3 YAV AU

(%

- szauil 1 YeyaniszAuanudifyunniign

1Y o w

- SyAun 2 deyaniilsrauauddyuiunans
3

Qo 17

Joyanilszaumnuddgyos

£

e

o [ o

1.2.3 daudadiuduainuduveseyanidl

- doyaduiign wneile Jeyanmnilamensiuavseiieauadiy

Y A

%na‘lﬁt,ﬁﬂmmL?{’amaatiw’s"wl,mﬁqm
- dayaduunn vangds deyafimniliameiamavieiisuisdin
N AnANUEEIEDE19518S
- dayadu MDA ‘i‘J’E]J‘JJaﬁWmLTJGWLNEJ%QWJWM%BLWENU’N&’M
nelliinANUEenie
- doyavialy vaneda deyailasnsoilamendowmeunsitaluly
1.2.4 mMsdouteszrutunisidngs

[ o v ¥ a

1 SEAUBUAMMIUNUIMNG

Qe

1Y

- YU

=b.

e,

b
Ce

v @

- SYAUN 2 seeutudwmSultauialy

u

v
1%

- 5EUN 3 seAvtudmiudquaszuunsediliueuving
1.2.5 msmuuananlumsididetoya
nsiinieleyaresnsuuadnd mvualianusadilanasnaian 24 92l 7 Sy

v

M‘%'ammmwmi'mﬂummLwiaziwumu %QQQLL&?%UULﬂUﬁﬁW‘VIUﬂ '

v

1.3 A1SMUUATRININISINEDS

MRgteaunsaidrfsdeyanmuremnisidndaidmualadu szdesiudniain

ele

HAUATTUY Im&Jﬁmsﬁwumﬁ’zﬁﬁlﬁmﬂaamm:ﬁummﬁﬁq Tanansadnlgau dnisuenuseinam
ANNTURAYOU wazilin1sWgUsiIny ﬁwélumilfi'hﬁa‘z’fayaLLaxmmmL‘ifﬁﬁqlﬁLawwz%ayjaﬁlﬁ%’u
aqzyﬂmwhﬁy’u Tnedidoamanisdnge fail

1.3.1 szuuaseienely (Intranet)

1.3.2 syuuinseTedumesidn (Intemet)

1.3.3 szuvanmuedidnnseiing (E-mail)
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[
v A

1.4 msfimuadeieynydgldau (Usermame) uaz swaru (Password) dwmsunisidnly
Uil
1.4.1 miﬁgﬁaﬂ’m%sﬂﬁmuuaz@LLassUUﬁaaLwﬂﬁuim&J?Tuasgjﬁ’uuiamwaaszw
ansauwma wisldiaeiivhsusssiusesrnaununnunza
1.4.2 mssastarudans i ndonIsmae kazdesdinuuananaiy
1.4.3 AMwuasianulalisiidnesiuiuegetiae 8 ones lnalinsuauiuszning

mdnwsilumsnusian Msnwsivg wasdudnualivey Whdetu

1.4.4 nmsnwalnyinlinuiazsianufswwennduasfeneswaruldmiloudy

L}

daufl 2 ms’lifﬁumumsﬁaLﬁaﬂ’mqumsﬁhﬁqs:wmmumﬁ
(Business Requirement for access control)
L‘ﬁ"e}LﬂummwﬂummﬁﬁﬁagaLLa:ssuumiaummaqmﬂ'ﬂi LLazm‘iU%’UUEQLﬁdﬁ
aanpdeatudermuanisldiumiunisia wasdermuasumusiunsasnds mMsldanuaunisia

a va v

ienIuANN S saumnaliuuIU URM

2.1 MIPIVANMSIIRESAUWA
2.1.1 uasyuy suiinvouldinisAndasvuuduiinuasAamunsldaussuy
ANTAUVAYBIMIBNULATATIINTINNTazinAuUasnfefiR o ST UUATAUWe
2.1.2 fauaszuu Aesdnliinisuiinsieasideanisidniessuvaisauneuay

msuily Waguwlasdvsne q Walundngrulumsnsisaeuniends

v
v a

2.2 Swunnguildnunazimusliinmsudanguaudvs waznisiacsi
2.2.1 Executive fiD NFUHUIMNT waggeruemsnay/dnin wisiieuwin
2.2.2 Administrator Ag NNTVBIRAUATEUY
2.2.3 Officer fio nguldnumluliuyaainsveansuuadng

i

2.2.4 Consultant fAa nuNUINY ISR UTNNTszavdyy191

(Y] A

2.2.5 Guest Aa glinunianldsyuuasaumeding

A _ s
duil 3 MsuTmsIANINsIdINeYegldanu (User Access Management)
Wauimsdnmsmadiiessuuansaumaresedng uaziulalddnam ilasuans
nsiiflasruvasaumanuiifvuaviduaunsadldanussuuasaumals Tnefiuuaujdaly

mMsuImsmaihtaszuvansaumeve i dail

3.1 asnmug anumszrineuanuiuasUasaduansaumaungldn
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4

3.1.1 nsudadnd dalddnismeunsusznduiusanug mnudqlaliiugldau

¢ v QIJ o A - ¥ 1 U o
wnsalmuanuiualasnfsiaziansenuliinannsidanussuasaumnalag lisednse Tavse
swihlaitianisal sauiadmuslilluinsnisiBatestunuaumanga

3.1.2 nsuuadnd inlidniseusuiiieasenug wazAnuaszuinguAuiuag

q

Uaoadvansaund wardviiusodsnnaiu waznansenuiensaziinduainnsldaussuy
ansaumregnliiseiinszSe Tnedalitiniseusudldnuetraioslay 1 as

3.1.3 nsdlfufldauanmeuenildfuavdiiedldeussuuasauma axdedldsy
mi%*yl.mLLani'wmmmTﬂaL%"aquiamEJLLasLLmU,ﬁﬂ’ﬁ’lumﬁ"ﬂwwmmﬁumﬂaaﬂﬁaé’numsaumﬂ

4 vy a £ v gy |
LJJE]lGﬁ‘UE‘W]ﬁﬂ’]iL‘U’]I‘ZN']U'E%UU?I’]iﬂuw]ﬂ‘UENWU'JENTU

3.2 myawmeidouglda (User Registration)

3.2.1 fivdninausilunmseugnlidrfessuvansaumea wazlasumsiasaneyyn
Mnggrnensudmaluladansaumauasmsiomvieduaszuuiildsueumang

3.2.2 gauaszuu daviwuuresunisamsidoud Iauw/aeldszuvauaisaumna
dmsuszuumaluladasaune

3.2.3 Jldnuszdonsenuuunesuieveeyldldvuszuunumunuurlesusveld
U‘%miﬁ’lumsaummmuﬁmaamu@'@LLaizuui'mﬁﬂﬂ'ﬁuu

324

%:.2.5

auassuuenaaeuTy i elilvlinisameilouddou

e ee

@LLaswuﬁaamnaamaslﬁﬁwéiumiL‘i’h'ﬁaﬁmmxamiauﬁwﬁmm%’uﬁmau
AUTIATIBUnAVSIULAAZANSAY
3.2.6
3.2.7

guasruuinstuiinuazdniudoyaniseyimdnldau

a

o
Y
1 v A v v A v v = a £ v Ao
AQUATEUUABIILAY Uazudelda walidldvnunsiufiadns mihfisuiaveu
wagsnAsMseuANNiuAaends lumsdniisssuvansaume

3.2.8 AMvualAin1senidn Winaaun1soygIREITNsTEULANTAUNA NSAABDNIN

5 v = Yo v L. < o o = o 1 ¥ L=} .::/

neidoudldonu Weldfuudsndudain videwdelinisateen wWisuwawhumia Tondre wieduan

¥V &, v
N5 URU

3.3 MsUIMsInnsanagldary (User Management)

s
a ¥ o

3.3.1 MUUATEAUANTNNSLUIDNSTULANSAUMANUNTNNSURAtaU AN LTWlunns
199U wagnumuansasiaus
3.3.2 }uassuuAaUTuuedni nsdnficdaya warssuvasaumanumnig

[

fuiiaveu uazdaiiuteyanisuevansiuddldewlilugudeya



17
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3.3.3 lunsdndeshidnsiimvuanindennansvauiidmun asdedldsuniseusd
wiureuandudein wazfdaenisaudmaluladasaumanaznisdeans davdfeniuane
dnwaldnus lagmslidnsiiasdananazdestmuatinafidanu wazdlewurmuanisivans
iy zApesziumsldauiui

o] v = v o v a v v

3.3.4 imstuiinuagdaiudeyanisusuninednsiiungldanu

3.3.5 NUNINENSNSITuEa@Neasusslay 1 AS

3.4 myusmsIanmssiaudwiugldau (User Password Management)
3.4.1 fpuasvuuimuasiariudaasmluafusaliungldou wedldamlssuasdes
Walbuseeialmiiud el 7 $u
3.4.2 MsdwwausHaN L (Password) Faas1alitugldudae35n159 vaeasts
Tnevanideensliyanadulunsinds
343 msdesimiulndasdesdasialiianueinlunisaiainn Litosndn 8 nén

(digits) I sianusiaslsznaumie Msnwsian Menwsluy dydnvalfivay

v

3.4.4 mwualvnisidisiaiiale laifu 3 ase nsdlUn@dldaullaunsadnldanls

Y

WiosnnuihsviaRafudwuasmimun ifasedauaszuy uasudenususAvosasvad il

3.4.5 nsdlgldnuvemienu aeenlow/iy wisduganisine limhsaudszany
v v d" v v o a a & A w ! e ] [ 14 v ¥
wispuassuuieliguaszuuimsenidndnsnsdinailusyuy vieuSuuseleyadldanlmiy
Taqdu

va Sa 9 a

3.4.6 Tunsaiflenusndudeslrdusniaud Alduniidvsasan dldnutuaziedadu

v

'
v 4 A

e ulareyiRIngUidulyuardauassuuiiiefiarsananumzan Tnedinnsinue

SYHYLIAINITIY AN URALTETUNITIY U U LT oW UL EZ L1818 9NE 175 BN UINNF LN U
wardinsAuUAaNSNLAwN e suInddelaszaulalavig wagdesimualisadldauseainsia
Al¥auUng

3.4.7 mwualbigldnudeusiaiulin 9 180 Ju

3.5 mnumudvnsmsidtevesldau (Review of user access right)

NauaszuUiemunuTnydglda dvsnsldnuedwainaus sdradeslas 1 afuie

[

Jostumsidriesyuulaelilafueuginandilidvsnsdnds Tnefluua §uUa il

) $ ¢ 1

3.5.1 Nunsetorendlavslussuvnenmunmieanu nfousieazidundnsalasu

YBIusAZYAAA

v v @ |

d o a |
JONGRY 'Eyﬂﬂ‘UENWU'JEN’]'UL‘WE]ﬂ']LUUﬂ’]'iV]UVI'JUi']U%aLLax

EPALY

3.5.2 I8 FoUUlAAY

ansmsildauingnaemialy

a £

3.5.3 andumsunluteya dndene 9 Wigndesmuildsuudandudguaszuy

Vv
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3.5.4 TuppuwluRdmiumsenidndninislvanu iWearsenuiousuludsusumus

fasandunisniglu 15 Ju

| ‘ . , £ o

3.5.5 numulnsgnlansluszauge Wy ansdauaseuu deanufiniidnisy

Al [usy

dauil 4 msnmuantiauiurnveuvelldaiu (User Responsibilities)
wedeeiunisiirilaghilafueygin msilame n13ang wiensdnasurdiudoya
asaua duuiujiRedaley fall

4.1 nsausany (Password Use)

v A

4.1.1 gldnudnimlunisdesiu qua Snuideyadnyldedldeu (Userame) uag

Y U v

A v o

a1 (Password) laegldanuunsazauseallvydderldiu (Usemname) vasnuias ldsudu

L Y
'

{Bu sawiavhavhmsineuns uanine vihliBuaedsteriog (Password)

4.1.2 msfvuasviari (Password) anaaldisnn Sssenoudae
- Mvualieuenliteendt 8 fdnes
- Tddnvsefivmwlsenau wu ;<> Gudu
- hidwuasiasuegruduluuuny 1wy “abedef”, “aaaaa” Wusu
- msimuasashulnidedlidnfureaiuafiaaving
- lifwussaruiieadesdldon wu e, wwana, uda s
- lifwmusswaruidumdmiluwauiynsy
- lddmunsiarudiuyaranndenisuanavesnuies wisyaaaly

ATUATY
4.13 Wasusashwinsiuiiidrssuuadausn iedsstuyaradudnasuldom

4.1.4 lldldsunsupeuimes drslunisdrswan wudiuyanadnluli(Save

Password)
4.1.5 hiwveduiinsiarudiyaaalSluanui fdhesemsdunniiuvosypnady
4.1.6 gldnuintiideuddsusiaruresmuisadulsed ufirezlufinnstaduln
< =
Waguanszuunnu

aa S

4.1.7 vandganslgsianuieaiudgmsussuunuang q Aauldnsldau

4.1.8 winiimsnsgyanuiaiinduandegly (Username) uazswaniu (Password)

a '

vasyanalayaraturendudSulinveudonisnszinanuiadu aungwne seleu devedu 1

Y

a4 v
LNEIVBY
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4.1.9 gl dntdhiseinsyimaulasadslunisidinievrelaedecliguseuls

qﬂﬂaﬁwﬁﬂﬂz’ftﬁ?a‘dwﬂauﬁaLmas’mﬂ%a@lﬁﬁ' (Username) S¥UUABNNILADSUDINU

4.2 mstesugunsalluvuenlufiglédnugunsal

Y
n1stesiugunsalitioliififléou fuuujudietestudlifidnsdrfigunsalvnznlil
ljaualanail
U]
4.2.1 99n9N32UUU (log out) Ineviuiiliowasaduau

a ﬂl a (d’ v 1 d v L 7 Qy = d‘ ] v
4.2.2 Uniasespauiineiinuiedldanusgidloldnulsydriuaisduniadioldiinsld

NUAY 1 e Bussesesmauiamesduduesowivglriusnsidesldnunasn 24 $7luq
4.2.3 N399A1 Screen Saver YBUATDINBUNUADS (Personal Computer) Anuiaald

NuUusetansadliinisden (Lock) ninaslnesnlusindsndlulaldauiundt 30 il

4.3 mMImuANnINgduasaumakazn1sdnussuunsuiumes (Clear Desk and Clear
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4.3.1 ;ﬂ%ﬁﬁuﬁaqaaﬂmniwumsaumﬂﬁuﬁﬁm%éumii%mu
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4.3.7 WhwesylRanngvadudyu lunsdiideansimsnsduasaumeania q
ienans Fevudin gunsalreuimedeng q senuennsuUadaideunnass
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43.9 fimsimununsmstesiunindduuazauauliliiingia vieudesningau
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4.5.3 gldnudssnssninuagseinseiemanisldauteya Wi deyaduaziuves
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nudadn vsolduypranieuen
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4.5.4 Peyaiiduanuduniedsviuaruddy feglunisaseunses/guavemuisny
vnldliviinsieuns wWisuudad vigh vievhane Inglilasusygnanfamimiienu
4.5.5 gliandidnslnevousssunazinuinw 1o uarlesudayadiuypnaniuy

winauas warlideygaliuanandayanalanisaslnsedeyadiuyaralaglildsueugyinain
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Flduiinsounsestoyaiiu sniulunsdndeanisasisaeutaya niearninteyatuieideady
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Tnglainpaudsligldnunsiu

4.5.6 vulanieldaru (Run) Tusunsudseinn Peer-to-Peer (Muefia 35n153m
iw3etnsnouRnesuvunis Admuslironfuneslunietenniadosviloutuniowiniouiu
vt usazeteaillusunsuveiiuiludeyaiiuliies msdauvuidvilfauselfiusunsu
ieuttudeyavesnsuiumesiniodlails unuilesdedldarniedosuinisuity (File Server) winty)
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lisuaygnanimimiieay

4.5.7 ¥aulanseldaru (Run) Tusunsueeuladynussian iWeminuduids iy
nIgui Hawae inud Yusiu

4.5.8 wullddunindvommheay Adamiedly ensiouns Foya Fonu guam
viodsdula Aifldnwasdadefasssu amuiunmwessyna nguine wiensynusienishavesedns

4.5.9 vuldssuvansaumeueansuuadniitosuniu neliiAnaundeme nieldly
nslasnssudeya videdsduladuidunstarengrneuasiasssy wionsenusonsia

4.5.10 vuldszuvansaunavesnsudadniiiveuszloviniansem
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4.5.11 vunsgyinisla q wensdndaya lidnziludeninu nw des nieddula
Tusetieraansudadnilasiinuin lidnazmeismsla q Aauunseyiinisie o sulidnvueduy
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msanasuldnunieduisiadiuyanavesdu lidinsdunsdla 9 wedsslenilunisdrddeya
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daudl 5 nsrauaunsdIiuAIaYie (Network Access Control)
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wadasiumsidrfiauimainietrelaglilasueuyin Jaldfmuanuiduidmivdaua
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5.1 msldnuuinisasediy

5.1.1 dmualissuuansaunedesiinisauaunisidnie TnesvyieSotensouinigd
sy nlniinisldauls

5.1.2 AwuadeufiRdmsudldnuliamnsadrfsssuvasaumaldudiitoswinigd
Ii3uounnalidndavindy

5.1.3 Amuanuldnussuvasaunaiiadty wu ssuureniames Tusunsudszend
(Application) aanunedidnynselingd (e-mail) szuuinIevgliana(Wireless LAN) ssuudumasiiin
(Internet) 13 usy Tnodadlsidnsianiznisufofeuluming wazdeddSuanuiuseuain

v v w

Adsrudyriluaednualdnes sausdeammumudssnanedtiesdas 1 A%

5.2 mstudusyaradmsugldauiiognteuennsuuadnd (User authentication for

external connections)

5.2.1 msiiginierisveamhenuimuaietisneuen sxseainsigadinulagly
TylY (Username) wazswartu (Password) 'V]ﬂﬂ%y’d

522 ﬁmsmi’maaucﬂﬁmunﬂﬂ%gm'auﬁ'%aqtgmlﬁuﬁ'wﬁwxuu*z’fay)a lngaznoll
FBnstudusauana (Authentication) iteuansinduglénusaishenisldswasiu (Password)

5.2.3 msaugwlildderdldnu (Userame) uagsiasing (Password) lunisidldany
ﬁaqﬁuaqﬁ’ummaﬁtﬁwuaamwﬁLﬁumuuaw’fwmaﬁﬂ suvaRasld funiureuain

v v W

AUTYINVDIABT LY

e3¢

5.2.4 mamhenunied UjuRnuniaudszasrveldfogldonu azdesldduaiiy

Y

v v
v v @ | v g

wiureuIngUsiulyrvesusazmhenunou lngazdesiuiinveumniindefinnanfiinduvidy

53 m’i'izqqﬂﬂsd‘uum%mha (Equipment identification in network)
v o w o a ¢ ¢ A o v o 1Y) a

53.1 daviUglinIesneuiimesiargunsalinievieildilouiussuuinievisues

83Ans lneidswazifonregunsalusznoudis 1asesnauRiames, IP Address, MAC Address,
Aa o v [ 13

anunidan, gl iluny

53.2 Amualdszuuarsaumai dealnisasvaunisidafc Tnessyiasenie
IP Address wag MAC Address

53.3 msAadazmsieusogunsaliniorisvzredldsueyginaingudneuieay
annsaduiunsle uagdniiumstaadmihiidemaluladasaumevedilauoyamviniu

5.3.4 douasvuuiiminlumsiWensedyarailasueugauaslviansluninidouse

=~ s v o o

augudimun uaranunsasyiudygrumsideusieliiledugnnisouyn

T U

2

5.3.5 dasldlnsiead (Firewall) Aawisafmuamneaavgunsainaiunsadnie

VA3 BUIYBINUILULS
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5.3.6 zeuinsindnsmadildengunsalld Wnelilinsiunisnisfigaisnu
lumsildaugunsallagld %Q‘Hf' sWarU MelaY MAC Address ianudasnfouazalny
wnzaulunsidii

5.3.7 Saviuaudsszuuiniedis JeUsznousls s10aziBendiLA 81U oUUR YD
iwsethensluiasiaietisneuen wiouaszygunsaififaslussuuadotne
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5.3.8 unudunietny Wuenansluszivduinneziosiniivediaasnde muaus

j 2
fada o

WaUNS  uaznuniukrudissuuiaIetieniangunsalnAadsliidutagiuedauessdoslas 1
GH

al

5.4 msdasiuneianlddmsunisnsisasulazUsuumnszuu (Remote diagnostic and

configuration port protection)

femuaunsiiamesnilddmiunnadeuuarusuussruuinisddmsmenin
uazmaaTere fail

5.4.1 msihiimedaiilidwmiunsaeunaruiuuissuuiimsdrfomemenmuay
mansetesedinsiesitariiu waslidfeldamedilasuougauiniy

54.2 ﬁmﬁ%qﬂnszﬁm%a‘dwﬁiﬁﬁm%’umsﬁuu,mmﬂauﬂms%’ulﬂuﬁaaﬂauﬁuma%
witnenanedifiszuualuaunsidieen Wedastunisidrdmisnienmaegunsalkazyinisg
Wasuuwawllaglildueygn

5.4.3 gliuinmsmeusnseavesulifnndUsdudyy wiedildSuneunnaneuidn
allumstseinwvieuimsianiswesavetgunsaiiniotie

5.4.4 Uanesafidarudndulunisldau waz endnndelanesanietauinis
vugunsaliaSetenlifinudndulunislidnu

5.4.5 YamsldauvienruaumsiirfionesaiilddmsunsiaaounasuSuusassuulvly

¥ ' ° w T

nuldegrdrinszezaviniduiu

5.4.6 asyvdouuazlanatn veaszuunsogunsainlifinnuduiulunmisldaued 1a
alnane eg1atosifouay 1 A3

5.4.7 fimsdestulagn1sUauinig (Services) nsidrdadomailivhsednwssuusiou

4 P ¢ o )

1wy uazlUaldlamzaunsaluaziiansndumingu

5.4.8 finRansestlonsinfunardesiunisungnmapietng

54.9 Amundvsyanalunsidieenviesreuianesuitenanlasianzyanaiuj i
wimingdeenglumingy

5.4.10 vhuyeaanliigwaniiifeites iilVludesreniiumesuaivienan win

Suduliidmihasumeluladansaume \ugSuinveudmdily



24

5.4.11 Juvinn1sidn-e0nil un usiiesrauimes uudienats laun 13vdid

HSURAYEULALITRY LaY Wmhigauassuy (s

5.4.12 fanaasosmuguiuiinnsidiesniiesneufinnesuitienans fuszgdiesn

LaLANAINA aNIVNANITUATUNSIATNTIY

5.5 MSWUMLeNLATeUNE (Segregation in network)
Audelulafansaumenaznisdoasiosinisuausnieiot snunguesuins
szuvansaume ngudldan wasnguauiiiedos iernuvasade ddl
5.5.1 fauaszuusaninisuleniasetielaeld VLAN ulsieniadetiourazney/
dinvdeincenas senandudiedosfumsandndniuasnineinsiedetneveusaz ey
5.5.2 fguaszuuiewudueniaiorisesniiulvuiiernuiiunsasndfvesszuuan
N5YNINNINATOUNY 2 1a3eY1y Ae tasevredmiudldnunely wavnSetredmiudldany

NYUDN

5.6 msmuguNsifausievaAiatty (Network Connection Control)
qudmealulafansaumenaznsdomsieamuaumatiduioldouaieteiinsly
sufudedeusasewiramheny Witanutuaslasnds fi
5.6.1 f\i’wﬁmﬁwémaq@‘l‘ﬁmﬂumsﬁamaL‘ﬁnzjizwm?miw AUAVSTLFSURISIUNg
wilvesmu

v
v g £

5.6.2 A5TUUNITATITVUNUNIINSILSEAULAS DT LA SEAULAS BIABNR MBS L8

v 9 k}
'

5.6.3 Midhgsruuiaietisreambsnudeaddssuurutemiivaeaduiidmun
Pviniy wazdenihmsigadsauieunisidldouniotionnady
5.6.4 ;ﬂ%’muﬁmﬁwqﬂﬂszﬁm%aﬂhwwﬁm&dauiﬁ%’uawm
5.6.5 fossvygunsaluasiatesefilimununisdouraindote
5.6.6 wlansyimsiedoudns Aadaiuiavionisla 9 degunsaldaunans
laun gunsaidndunis (Router) gunsainsvanedymyndoya (Switch) gunsaifideusafuszuy
iwsetevan laglilasuaygyinandauasyuu
5.6.7 fguaszuu fesmuaunsiiifessuuaietis eusmstamssruuatetigld
ogailuseAnSnw fail
5.6.7.1 $17ndns nsldauismuaugldaulvannsoldauanessuu
3oty AlFSuaygainiy
5.6.7.2 Srifadumensitdessuuiatetieifinisldousntu
5.6.7.3 Saansldidunisuuiaiedisaniag esneuiunesluduns og

raufmesiadeielllildnuansaldidunsou o Id
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5.6.7.4 sevuiaieteamnvemthenuiiinsdeudelugisyuuiadoreiy 9
MeousnuilsnuRsaNdar ugUnsallasiunsynn Mueadiauansalunsnsadu
TUsunsuUszasrsng (Malware) s

5.6.7.5 SEUULATOUILADIAARITLUUATIITUNITYNSN (Intrusion Prevention
System/Intrusion Detection System) \itensi3aaun1sidaIuvasyAramdildusyuuAsot18 U0l
mhesuludnuuziRaunf

5.6.7.6 fmuansUesiuaiatiguargunsalnne q Milouseduszuuniediy
DU NTALIULALADINUMIUNIIAINUAAT Parameter 69 9 191 IP Address agatiaeUay 1 ASe vndl

= d' i v v o & 1% 129 ]
msuiluvioildsunuasdn Parameter siaaudsypnaniieitedlnsunsiunnass

5.6.7.7 AdimMsAnfesyuunTIITUNMTYNIN (IPS/IDS) Liiensiadaunislidau
raayprafilildnusTUuATeTtsvemieny ludnvuriiaund lnelnsnsiaasunisynsnniy
szuulas ety msldauludnvugiiaund uaznisudluisunvasssuunietislnoyanadlildl
ULV

=) | J v = v oa
5.6.7.8 IP address w995z uuuLAs o9 en1elus i udosd n1seafuld v
i o 4 I =3 v = [ [ 19 v v v
whguneueniiiousoamsanesiiuld inedunsdesiuldliyananisuenawnsajdoya
Weniulastasvessruunseteldlagdne

5.6.7.9 n1sMAToAEiBs 9 (Tools) lilensaTiadeusyuulAS et ERadlAsuNs

suliRnndauaszuuuaziansldanuamevinndnlu

5.7 mMsmuaumsitilguszuuanmeuen

57.1 madgssuuiaiavieansseglng (remote access) gdssuvatsaume aosinng
ﬁwummmmi%’ﬂmmmﬂaamﬁaﬁL‘W'uﬁyumﬂmmgﬂumm’hqjazwma’luuazﬁaa@LLaLLaséTmms
athadanu 1éun desmemsifeusieirdernsuuutaonsy SSL VPN mseuaumesa (Port) iludu

5.7.2 nmﬂ’]mﬂ%aﬂhamawmamumul.ﬂ‘%a‘*dwmﬂuan wppatimyngaumnulagly
Yalky ”1 (Username) Wayswaeiu (Password) ‘Vlﬂﬂi\‘i

5.7.3 neunisimuadnslunisidrgsruuansesing flinudeanmdngiusey
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walulafansauwmeanaznisdearsuiefauaszuunlasuteumneegiadunians
5.7.4 {ldruiildsudvideainsufifnudermunveanmsidgssuuarsaumeets
1sanin Tneasdeseguuiugrurasausnduindy ssdansdeudoleldldldiuud

Famnsyuuiianudomenardunsvinlainfinanmsgldauasaessuingey

5.8 NMIMIVANMIIAEUNIUULATEU (Network Routing Control)
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msdndunsuuedodaiielinsdonsovesneninmesuaznisdeiuniolnaio
Yastayanie asaumagenndeaiuwUURNsAIuANNsdIEs viensuszynaldiuniunisia
FefluunUAUR lunsdmdumeuiaetne dail

5.8.1 muausIadunauuAiet e linsdeuraveneuinnofuaznsasy

vioadsuvestayavseansaumnadanaiosiuuujifinisaiuaunisdnds wiensuszgndlday

ANUAIND

5.8.2 muaslililinsUameununisidnneauaiotie (P Address)

5.8.3 fmualiiinisulamngaunietouasdelawy Welsnpiotsdes 1wiate
melunaznieuen

5.8.4 ApaimuanTveINsididumauusEuuATetng vugunsaldniduniaRouter)

viegunsainsyedyaaieatuaudlfinuiansidunnladueugnmiiy

dqui 6 nmsauAuMsIdIfeszuuUiAnis (Operating System Access Control)

LY [

wiedestunisidifsszuujiinsiaglilasveugn Mvuauuujiidmsudauassuy

Y

[

&
U

6.1 TuppumsujiAiensiildnuniuaivasasy

'
@

msfsszuuluinisavsesnivaulasnansisnistuduinuiiuaslasnsie Tagdl

[
a wva v a

WWIUHUR FIaU

[ & a

6.1.1 AmualiszuulalinanssiazidundiAguioniuidanainmn1ag 1845 UY
reufimsigsruuasiaiaauysal

6.12 fliuazdosimasliszuuufiRmainistesiusestaiunnediide
T

6.1.3 dnsimuasiailunisldauniosmeuinesfinuesiuinvey aunasi
msivundedldany (Usemname) wagsariu (Password) vasnsuuadnd

6.1.4 AwualiszuvansagAnisidensioniniadestaemsldidonuiiinisweis
MALSFARUIINLATsUANES

6.15 flinuasdoshmananisldmlusunsminminedelsiinsldolmims
foantnvesiusaniu

6.1.6 SrinnsideuselansigszuuUfURnisriume Command Line ifiasannens

asnmnudsmulviuszuule

6.2 Mssvyavdudumnuuedldan (User Identification and Authentication)
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6.2.1 fl¥udesiifofldau (Usemame) wagsarinu (Password) dmduidnléau
TLUUANTAUNAVDINUIBI Y
622 flnusesiigaisauynadineuldszuvasaune agliTedldmuUsername)
uazsWar (Password) sudiviagauimuals
6.2.3 minoyalildd o149y (Username) uagswartu (Password) saufuses

v

Tuegiuauindumsitumain niedenndosfunisujiinu Tasazdesvesygyinldain

Wennemsgudinaluladansaumanaznisieans uazfmuansaunaimsldanuidaeu uasyfing

ldnuiiilenuanuinundvienuatisanfiveaygaly

6.3 NMSUTMTINNITINANIU (Password Management System)

smualvitiszuuudmsdanissvariufiannsavheudeldneu (nteractive) n3eiing
yholudnuassnluiRdaderanstmuasiaruiiiaanm fil

6.3.1 fls¥UUNIINTINABUNMINUATHARIY FIUSTNOURERISAYTE 18T LAz
Snusziiay wiawmadrdulalunisusmsianssianiufiannsaynudaddney (Interactive) wail
ANININ

6.3.2 Lﬁ'aﬁ%ﬁumiﬁmﬁqsswLLé’ﬂﬁaﬂLﬁﬂ%asﬂ%muw’%aLﬂﬁauiﬁ’aﬁmﬂuaﬁw bde
AdouimmaiignmualiGusudamdoutunmsindaszuulaeiud

6.3.3 msri"wmmsﬁachuiﬁﬁwﬂ%’ammwé’nmmsﬁmsﬁmuméﬁ'acﬂ%’mu (Username)
waz Va1 (Password) veansuuadnd

6.3.4 augabifldnumnsandsusiarinldmenuios Tnsdosimualiidulua

WaulunsAviuaswaeu

6.4 mslgnulusunsuessauselev (Use of System Utilities)
o Yal °o w ¥ L3 d v a
Muualifinisdin wazmvgunisldnulusunsuessauszleniiedssiunmsasidia
A o A o v oo = ava o &
viaeudnideaannsnisnnuiuasasadienivun IneduuiUfuResi

6.4.1 msldnulusunsuassausvleviiealdiunmseulifnngauaszuy wassoslinig

v o Q

gad dududnudmiunmadiluldnulusunsuessauselend esiauazauaunisiday
6.4.2 Tsunsuessauselovimhinldousediazlindedns wieazilinngmineduas

N LAANAINULELNURDAULDILAZADIUILY
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=

6.4.3 vauaszuuvihUgdlusunsufioygalildauls
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6.4.4 ’iqllﬂLﬁ‘UI‘UiLLﬂilJE)ﬁQUSSIEHI‘LIEJE]ﬂ’i)’]ﬂsU@WGTLL’J{ﬁ)WW%JUiﬁUUQ’IU LLaSLﬁUﬁUﬁﬂ

nsunlraulusLnsuvani
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6.4.5 naAnSENITuaugInilEIUlsunsuessaUsEluvvindy
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6.4.6 Amuabirguasyuuiinisnenneulusunsuessaussleminlidndusenansyuy

yunsrestasiuldligldnuamsadniaseldunulusunsuessadssTomdls

6.5 mﬁmumswznmqamﬂﬁmuiswmsaumﬂ (Session Time - Out)
6.5.1 ANUAMTEUUANSAUNATNISAALALULALIAINITIU TIuaUANTS I ause

Iaa

nasaniluiinanssunsldaureszeziial 30 Wi

[

6.5.2 STUUNAAINULE BT oANUA A al N IMUATEezIaNeAn1SIT U EUULEle
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Iwdunnasldauliduiuiedussezom 15 ni wedestunsdriicdoyaddglaglalasu
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6.5.3 dladfinislduszuu devhmsendnnislélusunsudssgnduaznmsidouse
vingsyuulaednluli@

6.5.4 \n3aslanenaiinsegluiiuififionudssgetosdinisimunsesnaliihns

Uapsealneonlusl ndsaniliinisidnudusseziianmuniinua

6.6 mMIesrznaNIFeuresEuaIAUWA (Limitation of Connection Time)
wiatlostunisidhdessuvansaune LLﬁ:ﬁIU‘SLLﬂiNﬁﬁﬂ’J’]MLﬁmq\‘i velAud1Anyas
fvuannUfRlunsIinszernalunmsdeudeiionnutiunsaon el
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